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Surfing with the blinkers on 
David Brake takes a look at an early attempt to keep the Internet squeaky clean 

 

AS this magazine and many others have argued over the past few months, ("Off with its head", 16 March, p44), there 
is little that legislators can do to censor the Net. But this has not stopped them from trying. And while many of the 
attempts are flawed in themselves, they have forced a serious debate on how to deal with the more controversial 
contents of the Net. 

Since it is clear that pornography, hate literature and other offensive material cannot be removed from the Net, 
Netscape, Microsoft, the Web's standards body (the W3 Consortium) and many other industry leaders are working 
together to find a way to block access to them. Their project, the Platform for Internet Content Selection, or simply 
PICS, is primarily intended to keep pornography away from children. 

Since the world first went online, some users have expressed concern at the ease with which the Net can be abused. 
However, the self-appointed spokespeople for Net users tend to be Americans of a libertarian stripe who seem to 
think that because it is all but impossible to censor the Net it is wrong to even discuss the possibility. 

At the same time, they assume that the Net community is distinct from national populations and has its own 
standards of morality and law. To quote John Perry Barlow, a prominent spokesman for this grouping, "Your legal 
concepts of property, expression, identity, movement, and context do not apply to us." 

This is absurd-the Net may make enforcement of laws and customs more difficult, but it is made up of people from 
many different cultures. Many do not, for example, agree with the US's constitutional protection of "free speech", 
which can result in hate literature, pornography or even bomb-making instructions becoming freely available. As a 
result of the free speech ethic, however, and a lack of commercial pressure, little was done by the major Internet 
software companies until it became clear that if they could not provide some sort of self-regulation, Draconian 
legislation threatened all their livelihoods. 

So, from the middle of 1995, they had little choice but to work hard at developing software to tackle the problem. 
And now that, through PICS, a common standard for self-censorship is emerging, it is gaining widespread support. 

In practice, PICS is a more sophisticated version of the movie-rating system that most countries operate. Pages can 
be rated on several separate scales to accommodate different communities' standards. A Web site, such as Playboy's, 
with lots of sexual content might be accessible, say, to Swedish children but banned to British ones, while the 
opposite might be the case for a page about horror films. 

Where pages have not been rated by their authors, PICS also allows third parties, such as the as Recreational 
Software Advisory Council, to publish their own filters. For example, publishers of neo-Nazi propaganda generally 
want their material to be read by as many people as possible, so they are unlikely to rate their own material 
voluntarily. However, an antiracism group could identify those sites and publish a filter for parents or governments 
that blocks access to those sites. 

PICS is probably as close as we are likely to get to effective self-regulation on the Net. However, parents, politicians 
and teachers should be aware that all such systems have limitations. The Net is unlikely ever to be completely "safe" 
for everyone. 

PICS's own self-rating system is powerful and flexible, but as a result it can be difficult for creators of Web pages to 
understand and use. Its very flexibility could be a problem-in future there may be many rating systems, each with 
their own criteria, which conscientious site owners will have to follow. 

Though most of the larger establishment producers of controversial material, such as Playboy, are eager to find a 
way to stay online and keep children away, there are many others who will not use PICS's system. Some will not 
bother to rate their pages because it is too difficult, others because they think the world should be able to read their 
work whatever its content. 

The lists of problematic sites that third parties can provide are unlikely to be completely effective-hundreds of new 



Web sites spring up or move every day, and trying to rate them all is a Sisyphean task. Automatically filtering out 
anything which contains certain keywords requires less work, but can produce absurd results. 

The adoption of PICS could be slow because browsers which use it will not be available for several months, and it 
could be a year or more before they are in common use. And when they are available there will still be many ways 
for a determined adolescent or subversive to get around restrictions-most obviously by downloading a browser which 
does not use PICS or by using tools other than the Web. Even if neo-Nazi propaganda is blocked on the Web, it will 
continue to spread in discussion groups or through electronic mail. 

The Net has tremendous potential to aid commercial and educational progress but, as with any new technology, 
progress does not come without a price. We need to ensure we are both informed about the problems and are realistic 
about how far they can-and cannot-be controlled. Now more than ever, completely effective censorship is not 
practicable in a free society-self-censorship must take its place. 

David Brake is New Scientist's Net Editor.  
 


